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Este documento contiene informacion y material confidencial propiedad de ELECTRONICA Y MANTENIMIENTO DE
APLICACIONES, COMUNICACIONES Y SISTEMAS, S.L. (EMACS). Los materiales, ideas y conceptos contenidos en esta
propuesta seran utilizados exclusivamente para evaluar las capacidades de ELECTRONICA Y MANTENIMIENTO DE
APLICACIONES, COMUNICACIONES Y SISTEMAS, S.L. (EMACS) y no deberan ser divulgados fuera de su organizacién
o utilizados con propdsitos distintos a los mencionados. No esta permitido su reproduccion total o parcial ni su uso con
otras organizaciones para ninguin otro propdésito, excepto autorizacion previa por escrito.
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‘. SOLUCIONES DE SEGURIDAD A SU ALCANCE

1. INTRODUCCION

1.1 Predmbulo

El manual de usuario de IRIS ID esta disefiado para ayudar a nuevos operadores administrativos en
el acceso y uso del IRIS ID de una forma rapida y sencilla.

Este manual contiene las diferentes aplicaciones software con las que interactuamos con el sistema
IRIS ID.
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Z . PUESTA EN MARCHA

2.1 Configuracién de Windows

Antes de empezar con el sistema IRIS ID debera cambiar unos parametros de su configuracion del
adaptador de red de su equipo. Para ello tendra que hacer lo siguiente:

¢ Dirijase Inicio > Panel de Control > Conexiones de red.
e Pinchar con el boton derecho sobre el adaptador de red de nuestra red.

e En el mend emergente, pinchar sobre Propiedades.

t}_ Conexiones de red

“rear una conexion nueva -+ Propiedades de LAN
—ambiar configuracion de
frewall de Windows

seshabilitar este dispositivo de
ed

General | Opciores avanzadas|

Conectar uzanda:
‘E Realtek RTLE1ERD(F)/S1110(F) PCI “ Configurar... I

Ezta conesian utiliza loz siguientes elementos:

1B Cliente: para redes Microsoft ;
B E et Personal Firewal
gD:mpartir impresoras y archivos para redes Microzoft

leparar eska conexion

Zamnbiar &l nombre de esta
onexion

‘er el estado de este conexion

—ambiar la configuracidn de esta
onExion

GEm

JB programador de pagustes DoS st
(il i | (2]
*anel de control Desinstalar Propiedades
Ais sitios de red Descripcion

Ais documnentos

] Mastrar izono en el drea de notifizacidn al conectarse

Motificarme cuando esta conerion tenga conectividad limitada o
nula

1 Internet de alka velocidad

ctado Aceptar ] [ Cancelar

ek RTLE168D(PYE111D(P) PCI-E
ik Ethernet MIC

R R s ol e T e R ]
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e En la ventana que aparece, buscar en la lista del centro Protocolo Internet (TCP/IP),
pinchamos sobre ello y se nos iluminara el recuadro de Propiedades.

-+ Propiedades de LAN

General | Opciones avanzadas |

Conectar uzando:
|E Realtek RTLET1EED(F)/81110(F) PCI |I Caonfigurar... I

Ezta conexidn utiliza loz siguientes elementos:

.@ Compartir impresoras v archivos para redes Microzoft h]
.@ Pragramador de paquetes QoS

1 Internet [TCRAP]

EJIm

[i] i) |[i]

Dezcripeian

Protocolo TCRAP. El protocolo de red de area exstenza
predeterminado que permite la comunicacidn entre varias
redes conectadas entre =i,

[] Mostrar icono en el rea de notificacidn al conectarse

Motificarme cuando esta conexion tenga conectividad limitada o
nula

Aceptar ] [ Cancelar
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e En la ventana que aparece marcamos la opcién de Usar la siguiente direccién IP, y
rellenamos los campos con los datos siguientes. Ahora, pulsamos Aceptar en ambas ventanas.

Nota: Tomar nota de los datos que figuran en los recuadros y de las opciones marcadas antes de
modificar los parametros porque luego tendremos que dejarlos como estaban.

General | Autenticacian | Dpciones avanzadas
Propiedades de Internet Protocol (TCP/IP)
1 | General |
B
I Puede hacer que la configuracidn IP 52 asigne automaticamente si su
red es compatible con este recurso, De lo contrario, necesita consulkar
con el administrador de la red cual es la configuracion IP apropiada.
{3 Obtener una direccion IP aukomaticamente
3 () Usar la siguiente direccidn IP:
Direccisn IP: 192 168 . 5 . 16 |
Mascara de subred: | 255,255 255, 0 |
Puerta de enlace predeterminada: | . . . |
i Obkener la direccion del servidor DNS automaticamente
[ () Usar las siguientes direcciones de servidor DMNS:
Servidor DNS preferido; | . . . |
o Servidor DNS alternativo; | . . o |
[ Opciones avanzadas... ]

[ Arcepkar ] [ Cancelar ]
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7.2 Configuracién de IRIS ID

Una vez configurado el adaptador de red, procedemos a la configuracién del sistema IRIS ID, para
ello:

e Abrimos un navegador web y en la barra de direcciones ponemos la direccion IP por defecto

del sistema IRIS ID, 192.168.5.100.

= Iris ID - iCAM Configuration - Windows Internet Explorer

) - ] terf192. 1685 10013 infnar v|\B)4 | x| B

Fle Edt Vew Favoites Tods Hep % GiConvert ~ Fiselecconar
iy Favortes | d ) s s v B veh e Gz

| @ 1is I - A Configuration v B v Pager Sofety- Took

Bl Administrator Login

Username:

il & B
g l:l B Password:
=

@
I
([}
L

Version 7.09.05 | Option 1

Copyright ®2013 Iris ID, nc. Al rights reserved
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e Nos aparece la pantalla de registro del sistema IRIS ID.

Nota: Las configuraciones siguientes de este apartado se realizaran todas desde el navegador
web.

OIRISID

IrisAccess’

Acvanced |dentity Authentication™

Adwanced [dentiy

iCAM Configuration

—— — = I' Administrator Login
j“ l x I ! Username:
\J'm -— E LR i Password:
I‘: S % Login Clear
& = E =

‘Version 7.09.05 | Option 1

Copyright ®2013 Iriz ID, Inc. All rights reserved.
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e Como usuario y contrasefia por defecto tenemos:
username ->iCAM7000
passsword -> iris7000

e Introducimos ambos parametros y accedemos a la pantalla de inicio del sistema.

Advancad |demtity A ication™

OIRISID IrisAccess’

iCAM Configuration Start Up Screen
I Network Settings

IP Address: | 192.168.5.100
Subnet Mask: | 255.255.255.0

Default Gateway:

Enable IP announcement

B Operational Mode

& Option 1: Networked iCAM Control / Iris Matching Mode & see piagram
ICAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnrall4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

O option 2: Smart Card On-Device Verification Mode [Elsee Diagram
The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and/or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

O Option 3: On-Device iCAM Control and Iris Matching Mode [Elsee Diagram
ICAM is controlled and iris matched inside the iCAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software anly.

IrisServer IP:

Security 1D:

Action on failure of DB Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)
[ pisplay initial start-up screen at next login

i i : " : ) )
Apply 4 Skip and go to Main Screen
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e Cambiamos la direccion IP del sistema y le asignamos una libre de nuestra red y la
configuracién de red que hemos cambiado en el apartado 2.1 la volvemos a cambiar por la que
teniamos originalmente.

e Marcamos la opcion Display initial star-up screen at next login para que en el siguiente inicio
nos muestre directamente el menu del sistema IRIS ID.

e Pulsamos en Apply para llevar acabo los cambios.

@ . R' 5 I D IrisAccess’

Atvanced identity Axthentication®

iICAM Configuration Start Up Screen

B Network Settings

IP Address: 192.168.1.204
Subnet Mask:  255.255.255.0

Default Gateway: 192.168.1.1

Enable IP announcement

Il Operational Mode

@ oOption 1: Networked iCAM Control | Iris Matching Mode [Elsee Diagram
ICAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
{IrisEnroll4000 ar ICU4000), or with iData SDK software (iCAM4000 series compatibility).

O Option 2: Smart Card On-Device Verification Mode [Elsee Diagram
The iCAM aperates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and/or
pre—existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

O Option 3: On-Device iCAM Control and Iris Matching Mode &l see Diagram
iCAM is controlled and iris matched inside the iCAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP:

Security ID:

Action on failure of DB Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

Display initial start-up screen at next login

Apply 4 Skip and go to Main Screen
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e El sistema se reiniciara.

¢ Llegados a este punto tenemos que repetir los pasos del apartado 2.1 y dejar la configuracién
del adaptador de red con la configuracion que teniamos antes de empezar a configurar el

sistema.

Arhanced |dentity Authentication®

ﬁl RIS ID IrisAccess’

iCAM Configuration

I' Reboot

Network and Operational Mode settings updated successfully.
Rebooting the iCAM
Please Wait...

“ersion 7.09.05 | Option 1

Copyright €2013 Iriz ID, Inc. All rightz reserved.
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e Ahora que tenemos al sistema en nuestra red accedemos a €l a través del navegador web pero
esta vez con la nueva direccién IP, la que hemos configurado anteriormente.

- iCAM Configuration - Windows Internet Explorer

@\T_,/ ~ & 192,168.1,204

File Edt View Favorites Tooks Help % EhConvertr - Eselecionar

i Favorites {& Tris ID - iCAM Corfiguration

OIRISID IrisAccess’

iCAM Configuration

e I Administrator Login

Username:

Password:

e

(|

@
]
af
m

i

Version 7.08.05 | Option 1

Copyright ©2013 Iris ID, Inc. Allrights reserved.

e Volvemos a acceder al sistema con:
username -> iCAM7000
passsword -> iris7000
¢ Y nos aparecera el menu de configuracién del sistema.

Nota: El mena de configuracion variard en las opciones disponibles segin el modo de operacion
con el estemos trabajando. Ver modos de operacion v configuracion.
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T.:
Fat

5
P 4

7.3 Modos de operacion y configuracion

El sistema IRIS ID puede funcionar en tres modos de operacién. Las opciones y caracteristicas que
nos permiten tanto el sistema como los distintos modos de funcionamiento las podemos resumir en
esta tabla:

Iris | 125Khz 13.56Mhz Read/Write Iris LCD Popup Option1 Option2 | Option3
Only Prox iClass, Data to Card* Display PIN- iCAM+ICU | iCAM+card iCAM,
Card MIiFARE, & included pad no ICU
DESFire
Cards
iCAM7111- Yes (Option 2 -
U1 write only via Yes (No
CMA / Option 3 - MiFARE or
Yes No Yes Read only) Yes Yes Yes DESFire) Yes

Nota: Los datos biométricos de un iris solo pueden almacenarse en Smart Card de suficiente
capacidad.

L

iCAM series/model type

) Iris Iris Iris Iris R Iris Iris Iris
Iris + + + + Iris + + +
PIN Smart Card Prox Card Smart Card PIN Smart Card Prox Card
Recognition Mode l ¢ l J_ ¢ l l_ ¢ ¢
l 1:N ][ 1:1 ][ 11 J[ 1:1 ] l 11 ] [ TN ][ 11 J[ 1:1 ][ 11
Smart Card None None Serial Reader | | Serial Reader Serial Reader None Nome Serial Reader | | Serial Reader
, n n or or or or or
Port/ Reader Interface Internal USB | | Internal USB Internal USB Internal USB | | Internal USB
HID iClass | |HIDiClass as Prox . HID iClass HID iClass as Prox
Smart Card Type N/A N/A MiFare MiFare HID iClass N/A N/A MiFare MiFare
DesFire DesFire DesFire DesFire
v + v v v v v v v
Wlegs nodu?pﬁfsay J ICU/WIB or DCU (External Harware Interface) or iCAM iCAM iCAM
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2.3.1 Modo de operacion 1

En el modo de operacién 1 el sistema iCAM actla en red y los datros de los reconocimientos de iris
que realice se le enviaran a otro dispositivo conectado a él en red, para que actle con esos datos.

Nota - IMPORTANTE: La opcién 1 tiene que estar seleccionada en el momento que enrolemos un

iris, es decir, cuando inscribamos a un nuevo usuario en el sistema. Posteriormente, lo pondremos
en el modo de operacion 3 para que trabaje de forma remota.

@ icAm7000 as icama000

IrisServer PC * l‘
3.01.35 P1 or highat ]

— Enrollment iCAM
I -

® 1 Access Control System Host &

ks Server Software can reside B =1
on the same physical Server PC = Acciss
- Control
i Panel
— l '_—
HCUA000R-W I
i 1 s Ethemet
! ws  Door Control
Access Comtrol 3 w— Wiegand
System Host * -
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IrisAccess’

Advancad |dentity Authentication®

_':"I= "‘"‘ |_ Configuration Summary
| | H| [ 1
- - C Network Settings
Jo__ @ B LI : :
_ ICAM Settings
g : Wiegand Settings
& = = Smart Card Settings

LCD & PIN Pad Settings (7100 only)
Custom Image Update (7100 only)
ICAM Software Update

Voice Message Update

Change Username /Password

Operational Mode

CACACICICACICACICYCICAC)

Reboot

Version 7.09.05 | Option 1 I3

Copyright ©2013 Iriz 1D, Inc. All rightz reserved.

10-12-2013 Pag. 16 de 127 Version 1.0

EMACS iCAM7000 20131210v10 - Manual de
Usuario.doc



SOLUCIONES DE SEGURIDAD A SU ALCANCE

WWW.EMALCS.ES

T.: (+34) 913.750.136
F.: (+34) 913.758.894

e Configuration Summary - Resumen de la configuracion actual del dispositivo.

S IRISID

Advanced Identily Asthentcation™

IrisAccess’

Advanced Idertity Authentication™

iCAM Configuration

I’ Configuration Summary

Cperational Mode:
Display initial start—-up screen:
Woice Message Language:

Metwork Configuration:
IF Address:

Subnet Mask:

Default Gateway:

IF announcement:
Telnet Service:

FTP Service:

Stnart Card Reader Interface:

Smmart Card Type:

Auto Tilt:

Fower S ave:
Wiegand In Interface Type:
Wiegand Out Interface Type:

LCD Display:

LZD Brightness:

Date and Time Display:
Time Format:

Custom Image Display:

Keypad Popup:

FIN Mode:

FIM Pad Sound Effect:
FIM Pad Colar Change:

Connected to Client:

Cption 1
Dizabled
Other

Static
192.168.1.204
255.255.255.0
192,168.1.1
Enabled
Enabled
Enabled

USE Reader
HID iClass

Enabled

M ewer
Enabled
Enabled

O

5
Enabled
24-hour
Disabled

Enabled
Bhit Burst
Enabled
Enabled

Mone

i : 1
4 Back to Main

10-12-2013
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Network Setting - Configuracion de los parametros de la red.

S IRISID

Advanced Ideniiy

iCAM Configuration

I Network Settings

IP Address: | 192.168.1.204

Subnet Mask: | 255.255.255.0

Default Gateway: 192.168.1.1

Enable IP announcement

Telnet Service: &) Epable (O Disable
FTP Service: (& Enable O Disable

‘erzion 7.09.05 | Option 1

Copyright 2013 Iriz 1D, Inc. All rights reserved.

oK Cancel

T.: (+34) 913.750.136
F.: (+34) 913.758.894

IrisAccess’

Advanced Identity Awthentication™

| |
4 Back to Main
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e iCAM Settings - Configuracion de los parametros de la unidad.

ﬁl RIS ID IrisAccess

Advancad |dentity Authentication ™

iCAM Configuration

I iCAM Settings

Auto Tilt in Verification Mode: (& Enable (O Disable

Mewver hd

Turn off LCD when in power save mode (7100 only)

Power Save:

oK Cancel

i )
4 PBack to Main

Version 7.08.05 | Option 1

Copyright 2013 Iriz ID, Inc. All rights reserved.
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o Wiegand Setting - Configuracion de la entrada/salida Wiegand para poder recibir/enviar
datos Wiegand de/a otros dispositivos.

Nota: Esta configuraciébn toma especial importancia cuando queremos incorporar un lector
externo al sistema o cuando queremos conectar este con otras unidades de control de acceso.
(Ver Integraciéon de la unidad iCAM con sistemas de control de accesos).

(s IRISID IrisAccess’

Advanced identiy Advanced Idantity Authertication®™

iCAM Configuration

I Wiegand Settings

Wiegand In
Wiegand In:

Wiegand Out

Wiegand Out:
OK Set to Default Cancel

T ————
4 PBack to Main

“ergion 7.09.05 | Option 1

Copyright ®2013 Iriz ID, Inc. All rights rezerved.
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e Smart Card Setting - Configuracion del tipo de tarjetas. Esto es necesario si vamos a utilizar la
unidad iCAM con reconocimineto de iris + tarjetas (Smart Card), sino, no es necesario.

ﬁl RIS ID IrisAccess’

Advanced Identity Authentication™

iCAM Configuration

I Smart Card Settings

Smart Card Reader Interface: | USE Reader V|

Smart Card Type: | HID iClass V|

Communication:

Authentication Key
(hexadecimal):

Set to Default

] 4 Cancel

i )
4 Back to Main

erzion 7.09.05 | Option 1

Copyright 2013 Iriz 1D, Inc. All rights reserved.
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‘. SOLUCIONES DE SEGURIDAD A SU ALCANCE

e LCD & PIN Pad Setting - Configuracion de los pardmetros de la pantalla y del teclado
numérico tactil. Esto Ultimo es necesario si vamos a utilizar la unidad iCAM con reconocimineto
de iris + PIN, sino, no es necesario.

D IRISID IrisAccess’

Advanced Identiy Arvancad Identity Asthentication™

iCAM Configuration
I LCD Settings

LCD Display: ®on O Off

LCD Brightness:

Date and Time Display: & Enable O Disable
Time Format: {2 12-hour & 24-hour

Custom Image Display: ) Enable & Disable

I’ PIN Pad Settings

Keypad Popup:

PIN Mode: |8 bit burst e
Facility Code: (0~ 255)
PIN Pad Sound Effect: & Enable  Disable (Sound effect when key pressed)
PIN Pad Color Change: & Enable O Disable (Down image effect when key pressed)

oK =

ancel

r )
4 Back to Main

Verzion 7.09.05 | Option 1
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e Custom Image Update - Cambiar la imagen de la pantala LCD del sistema.

ﬁl RIS ID IrisAccess’

Ardvancad |dentity Authentication®

iCAM Configuration

I Custom Image Update

Image Size: |None A

File to Upload (*.png):

D0 KE | Update
| . |
4 Back to Main
erzion 7.09.05 | Option 1
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e Voice Message Update - Pantalla de actualizacién del idioma.

Nota: Cuando queramos cambiar un idioma, colocar el fichero .tar en el directorio raiz, C:\, pulsar
una sola vez la tecla de OK y esperar ha que se suba el fichero y se actualice el idioma. Parece
que no hace pero en realidad se esta cargando en la unidad iCAM el fichero de idiomas.

ﬁl RIS ID IrisAccess’

Ardvancad |demtity Authentication™

iCAM Configuration

I Voice Message Update

Use .wav Format Only

O Update English voice messages (English-voice.tar)
@] Update Korean voice messages (Korean-voice.tar)
O Update Other voice messages (Other-voice.tar)

@& No update required

Current Language Selection
 English O Korean & Other language

oK C

ancel

i : 1
4 Back to Main

“erzion 7.09.05 | Option 1
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e Change Username/Password - Cambiar usuario y contrasefia del sistema.

ﬁl RIS ID IrisAccess’

Advanced Idemtity Authentication™

iCAM Configuration
I Change Username/Password

Old Username:
0Old Password:
MNew Username:

New Password:

OK Cancel

i )
4 Back to Main

erzion 7.09.05 | Option 1
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e Operational Mode - Elegir el modo de operacion de la unidad.

O IRIS ID IrisAccess

Ardvanced Identity dusthentication™

Adwanied |dantiny

iCAM Configuration

I Operational Mode

® option 1: Networked iCAM Control | Iris Matching Mode [Esee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

(O Option 2: Smart Card On-Device Verification Mode Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

O option 3: On-Device iCAM Control and Iris Matching Mode [Esee Diagram

iCAM is controlled and iris matched inside the iICAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP:

Security 1D:

Action on failure of DB Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[] Display initial start-up screen at next login

oK Cancel

[ ——————
4 Back to Main
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e Reboot - Reinicio del sistema.

@ IRIS ID IrisAccess’

Advancaed Identity Authentication™

ehv i peed Iduntily A

iCAM Configuration

Il Reboot

Do you really want to reboot the iCAM?

OK Cancel

P—
4 Back to Main

Version 7.09.05 | Option 1
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2.3.2 Modo de operacion 2

En el modo de operacion 2 el sistema iCAM actia como un dispositivo independiente. El
reconocimiento, en este modo, utiliza una tarjeta Smart Card, con una plantilla de un iris
previamente guardada en su memoria. Las plantillas se guardan en una tarjeta con el software
IrisAccess EAC ,u otro que permita esta funcionalidad, y la unidad iCAM en el modo de operacién 1.
(Ver Software EAC) (Ver Afadir usuarios)

Nota - IMPORTANTE: Con la unidad corriendo en el modo de operacion 2, podemos:

e Utilizar los relés y demas salidas que tiene la unidad iICAM para funcionar. Por ejemplo,
conectar una cerradura a los relés de salida.

e Utilizar la salida Wiegand y enviar los datos a un panel de control de acceso. Nota: A través de
salida Wiegand se envian datos, el identificador de la tarjeta, solo si la tarjeta y el iris
presentados a la unidad dan un reconocimiento satisfactorio; de no ser asi, la unidad iCAM no
enviard dato alguno al panel de control de accesos. (Ver Integracion de la unidad iICAM con
sistemas de control de accesos)

o iCAM7000 as iCAM4000V

iCAM7000

2 | Image Capture

3 ) Convertto 4 | Match IrisCodes
o W2 o
| > ey
] 1003 Access
In!IyCudE | CardID | 4’m@and out g::;:ol

Present Card and Read:
I__@J 1 ) smart Card has both 5 a;“m;gc:gg IIZ[l)ur
Card 1D and IrisCode

Smartcard
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La interfaz web en el modo de operacién 2 es la siguiente:

Q}I RIS ID IrisAccess’

Addvanced Identity Awthentication™

iCAM Configuration

"j"T T |_ Configuration Summary
[ | I
i z § Network Settings
\Jq-n @ = =] B
i _ ICAM Settings
B : Wiegand Settings
& = = Smart Card Settings

Relay Settings

Set Date & Time

LCD & PIN Pad Settings (7100 only)
Custom Image Update (7100 only)
iICAM Software Update

Voice Message Update

Change Username /Password
Operational Mode

Reboot

CACICICICICICRCICRCACRCACAC)

Version 7.09.05 | Option 2 B
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¢ Configuration Summary - Resumen de la configuracion actual del dispositivo.

O IRIS ID IrisAccess’

Advanced |dentity Suthentication®

Advanted identiy

iCAM Configuration

I Configuration Summary

Operational Mode: Option 2
Display initial start-up screen: Disabled
Voice Message Language: English

Network Configuration: Static
IP Address: 192.168.1.204
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
IP announcement: Enabled
Telnet Service: Enabled

FTP Service: Enabled

Smart Card Reader Interface: USB Reader
Smart Card Type: HID iClass
Transmission Protocol: 150 15693 (Longer Range)
Book: Book O
Offset (hexadecimal): 13
Data Format: G5C-I15 Format

Encryption Algorithm: Mone

Relay 1: Enabled

Relay 1 Duration: 3 sec
Relay 2: Disabled
Remote Tilt: Disabled

Verification Time Qut: 10 sec
Auto Tilt: Enabled

Power Save:. Never

Eye Selection: Either
Countermeasure: Disabled

Sound Volume: 5
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Network Setting - Configuracion de los parametros de la red.

IrisAccess’

O IRISID
Adwanied Ideflily Asthenlgalaa™ Advanced Idemtity Authentication™

iCAM Configuration
I’ Network Settings

IP Address:  192.168.1.204
Subnet Mask: | 255.255.255.0

Default Gateway: 192.168.1.1

Enable IP announcement

Telnet Service: (& Enahle O Disable
FTP Service: (& Enable  Disable

oK Cancel

I |
4 Back to Main

Version 7.09.05 | Option 1
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e iCAM Settings - Configuracion de los parametros de la unidad.

@I RI 5 ID IrisAccess

Advanced ldentity Authentication™

iCAM Configuration
I iCAM Settings

verification Time Qut: 10 sec(1~30)

Auto Tilt in Verification Mode: @& Enable O Disable

Mever v

Turn off LCD when in power save mode (7100 only)

Countermeasure:
Sound Volume: (D~ID, 0=Mute)

iCAM Tamper: [] Detect iCAM tamper

Power Save:

oK Cancel

f )
4 Back to Main

ersion 7.09.05 | Option 2
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o Wiegand Setting - Configuracién de la entrada/salida Wiegand para poder recibir/enviar
datos Wiegand de/a otros dispositivos.

Nota: Esta configuracién toma especial importancia cuando queremos incorporar un lector
externo al sistema o cuando queremos conectar este con otras unidades de control de acceso.
(Ver Integraciéon de la unidad iCAM con sistemas de control de accesos).

@I RIS ID IrisAccess’

Arvancad Idamtity Authentication™

iCAM Configuration

I Wiegand Settings

Wiegand In

Wiegand In:

Wiegand Out

Wiegand Out:
Data output: | Bypass mode ¥

Lenel + Key (Lenel Format only)

OK Set to Default Cancel

——1
4 Back to Main

“ersion 7.09.05 | Option 2
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e Smart Card Setting - Configuracion del tipo de tarjetas. Esto es necesario si vamos a utilizar la
unidad iCAM con reconocimineto de iris + tarjetas (Smart Card), sino, no es necesario.

Q} = ID IrisAccess’

Advancad [demtity Authentication™

iCAM Configuration

I Smart Card Settings

Smart Card Reader Interface: | USE Reader V|

Smart Card Type: | HID iClass V|

Transmission Protocol: | IS 15693 (Longer Range) V|

Offset (hexadecimal): 12 Set to Default
Authentication Key et to Default |
(hexadecimal): (I Y YITITTITITIIY) et to Dertau
Data Format: | G5C-IS Format hd

Encryption Algorithm:

Encryption Key File:

oK Set to Default Cancel

[ —
4 Back to Main

Verzion 7.09.05 | Option 2
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¢ Relay Setting - Configuracion de los relés y salidas externas de la unidad iCAM.

O IRIS ID IrisAccess’

Advanced |dentiy Advanced Identity Authentication®

iCAM Configuration

I Relay Settings

Connection Function Timer

Relay 1 (Qutput) |Enab|ed V| s sec (1~75)
Relay 2 (Qutput) |Disab|ed V| sec (1~75)
Remote Tilt | Disabled V| (GP3 & CP4 will be used)

oK C

ancel

[ —————
4 Back to Main

Version 7.09.05 | Option 2
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e Set Date & Time - Configuracion de la fecha y la hora.

@I RI 5 ID IrisAccess’

Advanced Ideriity Asthentication™

iCAM Configuration

I Set Date & Time

Date

Time

Hour: [10 v|  Minute: |39 v| second:
oK Cancel

.
4 Back to Main

“ersion 7.09.05| Option 2
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‘. SOLUCIONES DE SEGURIDAD A SU ALCANCE

e LCD & PIN Pad Setting - Configuracion de los pardmetros de la pantalla y del teclado
numérico tactil. Esto Ultimo es necesario si vamos a utilizar la unidad iCAM con reconocimineto
de iris + PIN, sino, no es necesario.

D IRISID IrisAccess’

Advanced Identiy Arvancad Identity Asthentication™

iCAM Configuration
I LCD Settings

LCD Display: ®on O Off

LCD Brightness:

Date and Time Display: & Enable O Disable
Time Format: {2 12-hour & 24-hour

Custom Image Display: ) Enable & Disable

I’ PIN Pad Settings

Keypad Popup:

PIN Mode: |8 bit burst e
Facility Code: (0~ 255)
PIN Pad Sound Effect: & Enable  Disable (Sound effect when key pressed)
PIN Pad Color Change: & Enable O Disable (Down image effect when key pressed)

oK =

ancel

r )
4 Back to Main

Verzion 7.09.05 | Option 1
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e Custom Image Update - Cambiar la imagen de la pantala LCD del sistema.

ﬁl RIS ID IrisAccess’

Ardvancad |dentity Authentication®

iCAM Configuration

I Custom Image Update

Image Size: |None A

File to Upload (*.png):

D0 KE | Update
| . |
4 Back to Main
erzion 7.09.05 | Option 1
Copyright 82013 Iriz ID, Inc. Al rights rezerved.
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e Voice Message Update - Pantalla de actualizacién del idioma.

Nota: Cuando queramos cambiar un idioma, colocar el fichero .tar en el directorio raiz, C:\, pulsar
una sola vez la tecla de OK y esperar ha que se suba el fichero y se actualice el idioma. Parece
que no hace pero en realidad se esta cargando en la unidad iCAM el fichero de idiomas.

ﬁl RIS ID IrisAccess’

Ardvancad |demtity Authentication™

iCAM Configuration

I Voice Message Update

Use .wav Format Only

O Update English voice messages (English-voice.tar)
@] Update Korean voice messages (Korean-voice.tar)
O Update Other voice messages (Other-voice.tar)

@& No update required

Current Language Selection
 English O Korean & Other language

oK C

ancel

i : 1
4 Back to Main

“erzion 7.09.05 | Option 1
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e Change Username/Password - Cambiar usuario y contrasefia del sistema.

ﬁl RIS ID IrisAccess’

Advanced Idemtity Authentication™

iCAM Configuration
I Change Username/Password

Old Username:
0Old Password:
MNew Username:

New Password:

OK Cancel

i )
4 Back to Main

erzion 7.09.05 | Option 1
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e Operational Mode - Elegir el modo de operacion de la unidad.

@ IRIS ID IrisAccess

Advancad |demtity Authentication ™

duapied [dantily

iCAM Configuration

I Operational Mode

O oOption 1: Networked iCAM Control / Iris Matching Mode [&see Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

® oOption 2: Smart Card On-Device Verification Mode & see Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and/or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

O Option 3: On-Device iICAM Control and Iris Matching Mode [Elsee Diagram

ICAM is controlled and iris matched inside the iCAM. Provides function of ICU within the iICAM. For use with IrisAccess EAC
software anly.

IrisServer IP:

Security 1D:

Action on failure of DB Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[ pisplay initial start-up screen at next login

oK Cancel

ST
4 Back to Main
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e Reboot - Reinicio del sistema.

@ IRIS ID IrisAccess’

Advancaed Identity Authentication™

ehv i peed Iduntily A

iCAM Configuration

Il Reboot

Do you really want to reboot the iCAM?

OK Cancel

P—
4 Back to Main

Version 7.09.05 | Option 1
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2.3.3 Modo de operacion 3

En el modo de operacion 3 el sistema iCAM es controlado a través del software IrisAccess EAC. El
reconocimiento, en este modo, puede realizarse de multiples formas: con una coincidencia de iris
solamente, o afiadirle a esta la opcion de una clave numérica, PIN, o una tarjeta. Y puede funcionar
de modo auténomo con los relés y salidas de los que dispone o0 mandar la informacién obtenida a un
panel de control de accesos.

Nota - IMPORTANTE: La opcién 1 tiene que estar seleccionada en el momento que enrolemos un
iris, es decir, cuando inscribamos a un nuevo usuario en el sistema. Posteriormente, pondremos de
nuevo el modo de operacion 3 para que trabaje de forma remota.

€) icAmM7000 as (icAM + ICU)

for Option 3

_l Enrollment iCAM

IrisServer PC *

* 1 Access Control System Host &

ks Server Sdhmpc can resiche P - 1 n
on the same physical Server PC. =2 —
. P! Control
Panel
ICUSD00R-W | | I ‘ [
R, ‘ | e Ethemet
IC: I | ‘ 1 e Do Control
Access Contro a W "
System Host * — WNiegan
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La interfaz web en el modo de operacién 3 es la siguiente:

ﬁl RI 5 ID IrisAccess’

Arvanced Identity duthentication”

iCAM Configuration

_':'|T “"|‘ |_ Configuration Summary
[ H| L ] |H
E| x u - Network Settings
\J.-n R B i .
- _ ICAM Settings
g : Wiegand Settings
@ m— = Smart Card Settings

GPIl & Relay Settings

R5422 Settings

LCD, Function Key & PIN Pad Settings (7100 only)
iCAM Software Update

Voice Message Update

Display Message Update (7100 anly)

Custom Image Update (7100 only)

Change Username/Password

Operational Mode

CACACICACICICICICRCACACICACAT)

Reboot

Version 7.09.05 | Option 3 13
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Nota: En este modo de operacidén, como controlaremos la unidad a través del software, tenemos que
configurar la direccion IP del ordenador donde vayamos a instalar el IrisServer (programa que se
conecta con la iCAM) y darle un ID de seguridad que necesitaremos también para reconocer la
unidad desde el software. (Ver Software EAC - Instalacion y configuracion)

ﬁl RIS ID IrisAccess

Ardvanced Identity dusthentication™

iCAM Configuration

I Operational Mode

O option 1: Networked iCAM Control | Iris Matching Mode [Esee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

(O Option 2: Smart Card On-Device Verification Mode Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

® oOption 3: On-Device iCAM Control and Iris Matching Mode [Esee Diagram

iCAM is controlled and iris matched inside the iICAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP: | 192.168.1.21

Security ID: | emacsirisCAM7000

Action on failure of DE & Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[] Display initial start-up screen at next login

oK Cancel

[ ——————
4 Back to Main

‘erzion 7.09.05 | Option 2

Copyright 2013 Iriz ID, Inc. All rights rezerved.

10-12-2013 Pag. 45 de 127 Version 1.0

EMACS iCAM7000 20131210v10 - Manual de
Usuario.doc



SOLUCIONES DE SEGURIDAD A SU ALCANCE

WWW.EMALCS.ES

T.: (+34) 913.750.136
F.: (+34) 913.758.894

e Configuration Summary - Resumen de la configuracion actual del dispositivo.

O IRISID

Aduanted |danthy Aathentieaan=

IrisAccess’

Arvanced |deniity Suthertication™

iCAM Configuration

P Configuration Summary

Operational Mode:

IrisServer IP:
Security ID:
Restore DB:

Display initial start-up screen:
Language Selected:

Network Configuration:
IP Address:

Subnet Mask:

Default Gateway:

IP announcement:
Telnet Service:

FTP Service:

Smart Card Reader Interface:
Smart Card Type:

Offset (hexadecimal):

Data Format:

Encryption Algorithm:
Transmission Protocol:
Book:

Use as Prox Card:

Recognition Mode:

Verification Time Cut:

Auto Tilt:

Power Sawve:

Turn off LCD in power save mode:

Eye Selection:

Connected to Client:

Option 3

192.168.1.21
emacsirisCAMY000
Enabled

Disabled

Other

Static
192.168.1.204
255.255.255.0
192.168.1.1
Enabled
Enabled
Enabled

USB Reader

HID iClass

13

GSC-I5 Format

MNone

IS0 15693 (Longer Range)
Book 0

Disabled

Iris + Smart Card
5 sec

Enabled

Newver

Disabled

Either

Mone

l 4 Back to Main
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.EMA:S 3 WWW.EMACS.ES

T.: (+34) 913.750.136
. F.: (+34) 913.758.894

e Network Setting - Configuracién de los pardmetros de la red.

o IRIS ID IrisAccess’

Aduaneed [dentity Arvanced dantity Authentication™

iCAM Configuration

I' Network Settings

IP Address: | 192.168.1.204
Subnet Mask:  255.255.255.0
Default Gateway: 192.168.1.1

Enable IP announcement
IrisServer IP: | 192.168.1.21
Security ID  emacsirisCAM7000

Action on failure of DE & Restore local DB in device to previous copy

Sync with IrisServer: o . . . .
O Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

Telnet Service: & Enable C Disable
FTP Service: 3 Enable C Disable

oK C

ancel

[ —————
4 Back to Main

Verzion 7.09.05 | Option 3

Copyright ®2013 Iris ID, Inc. All rights rezerved.
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.EMA:S WWW.EMACS.ES

T.: (+34) 913.750.136
. F.: (+34) 913.758.894

e iCAM Settings - Configuracion de los parametros de la unidad.

Nota: Aqui configuramos el modo de reconocimiento de la unidad iCAM.

() IRIS ID IrisAccess’

Advanted [dentiy Arvanced Identity Suthentication™

iCAM Configuration

I iCAM Settings

Iris + Smart Card * *||i* PACS PIN Mode available - 7100 Only)
Recognition Mode:

Iris + PIM (Local) - 7100 Only

Iris + Prox Card *
Verification Time Out: ||ig + Smart Card *

Auto Tilt in Verification Mode: (& Enable O Disable

Mewver A

Power Save:
Turn off LCD when in power save mode (7100 only)

Eye Selection:
Countermeasure:
Sound Volume: (O~IO, 0=Murte)

iCAM Tamper: [] Detect iCAM tamper

Set to Default Cancel
[ —————
4 Back to Main

‘erzion 7.09.05 | Option 3
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..EMAES ' WWW.EMACS.ES

T.: (+34) 913.750.136
F.: (+34) 913.758.894

o Wiegand Setting - Configuracion de la entrada/salida Wiegand para poder recibir/enviar
datos Wiegand de/a otros dispositivos.

Nota: Esta configuraciébn toma especial importancia cuando queremos incorporar un lector
externo al sistema o cuando queremos conectar este con otras unidades de control de acceso.
(Ver Integraciéon de la unidad iCAM con sistemas de control de accesos).

O IRISID IrisAccess

Advanced |dentity Acvancad Identity Authenticat]

iCAM Configuration

I' Wiegand Settings

Wiegand In
Wiegand In:

Wiegand Out

Wiegand Out: |Enabled

Format: |Ty|:|ical Format -

Active State:
Pulse Duration (30~100):
Bit Period (1000~6000):
Total Wiegand Bits (26~200). 26
Start Parity:
Stop Parity: | Odd hd
Facility Code and Bits: p 8

Lenel + Key (Lenel format only)

(O Bypass the input signal through Wiegand IN into the output
® Output the signal with Facility Code and Card ID for accept

Fixed Wiegand Out Card ID

Fixed Wiegand Out: ® 26 Bit O Follow Wiegand Qut Settings
Enable Site Code Card ID

Allow Card ID: [
Reject Card ID: []

REX/Egress Card ID:  []
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F.: (+34) 913.758.894

<
P ¢

Nota: Si vamos a utilizar la salida Wiegand para enviar datos a una unidad de control de accesos
tenemos que configurar dicha salida. El formato por defecto de la salida Wiegand son 26 bits:

o 2 bits de paridad, uno al principio y otro al final.
e El Facility Code por defecto son 8 bits, pero podemos variarlo en el campo Facility Code and
Bits, el primer campo corresponde con el Facility Code que se insertara en los bits de la salida

Wiegand, y el segundo campo con los bits que ocupara el Facilty Code en la salida Wiegand.

e Los bits restantes se corresponden con el identificador de tarjeta/usuario que configuremos en
el software (Ver identificador de tarjetas)
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. WWW.EMACS.ES
.. T.: (+34) 913.750.136

F.: (+34) 913.758.894

e Smart Card Setting - Configuracion del tipo de tarjetas. Esto es necesario si vamos a utilizar la
unidad iCAM con reconocimineto de iris + tarjetas (Smart Card), sino, no es necesario.

O IRIS ID IrisAccess’

Advanced |dentity Ardvancad |dantity Authentication™

iCAM Configuration

I Smart Card Settings

Smart Card Reader Interface: | USB Reader V|

Smart Card Type: | HID iClass V|

Transmission Protocol: | ISC 15693 (Longer Range) V|

Offset (hexadecimal): |13 Set to Default
Authentication Ke [ |
o (LI T ] ) Set to Default

(hexadecimal):

Data Format: | GS5C-IS Format A

Encryption Algorithm:

Encryption Key File:

oK Set to Default Cancel

.
4 Back to Main

Verzion 7.09.05 | Option 2
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T.: (+34) 913.750.136
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e GPI & Relay Setting - Configuracion tanto de los relés y salidas externas como de las entradas
de la unidad iCAM.

O IRISID IrisAccess’

Advanced |dentiy L Addvanced Identity Awthentication’

iCAM Configuration

I’ GPI & Relay Settings

Select a system that checks users’ access rights.
@ IrisAccess System (Iris 1D) & see Diagram
(O Access Control System (PACS) & see Diagram

Wait for Access Control Panel response

Connection Function Timer Activate Relay

Relay 1 (Output) Enabled + 3 sec (1~75) After Data Collection A

Relay 2 (Qutput) Reject 3 sec (1~75)

GP1 (Input) Mot Used v
GP2 (Input) Mot Used

GP3 (Inpur) Mot Used hd
GP4 (Input) Mot Used v

Remote Tilt Disabled » (GP3 & GP4 will be used)

OK Set to Default C

ancel

e - . . . |
4 Back to Main

Version 7.09.05 | Option 3

1]
=%
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. T.: (+34) 913.750.136
. F.: (+34) 913.758.894

e RS422 Settings - Configuracion de la salida seria de la unidad iCAM.

o IRIS ID IrisAccess’

Advanted [dentiy Arvanced Identity Suthentication™

iCAM Configuration

I RS422 Settings

Bits /Second:

Data Bits:

Parity:

Stop Bits:

Start/End character:

(hexadecimal)

Start End
OK Set to Default Cancel
[ ) |
4 Back to Main
“ersion 7.09.05 | Option 3
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e LCD, Function Key & PIN Pad Setting - Configuracion de los parametros de la pantalla, del
teclado numérico tactil y las funciones de las teclas tactiles que aparecen en la pantalla cuando
se realiza un reconocimiento satisfactorio.

ﬁl RIS ID IrisAccess’

Arvanced Idartity Authentication™

iCAM Configuration
I 7100 LCD Settings

LCD Display: ®on O Off

LCD BErightness:

LCD Message: Bienvenido a Iris ID (20 characters maximum)

Date and Time Display: & Enable O Disable

Time Format: O 12-hour & 24-hour

Language Display:

Custom Image Display: ) Enable (& Disable

I’ Data Collection Settings

Data Collection: (O Enable & Disable

Display Time Qut: sec

Display Message: (20 characters maximurm)

I Result Screen Settings

Display duration: sec

Select additional information to be displayed after successful recognition.

=

User ID

[] First Name & Last Name
Date & Time

Punch Type
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I Function Key Settings

Enable function key screen after successful recognition

Function Key Timeout: ser

F1 | PRUEBAF1
F2

F3

F4 PRUEBAF4

F5

F&

I PIN Pad Settings

PIN Mode:

Facility Code:

PIN Pad Sound Effect:

PIN Pad Color Change:

SOLUCcIONES DE SEGURIDAD A sSU ALCANCE

WWW.EMALCS.ES
(+34) 913.750.136
(+34) 913.758.894

T.:
Fat

Disable Data
Collection
®Enable O Disable
CEnable ® Disable
(O Enable @ Disable
@ Enable O Disable
O Enable @® Disable
O Enable @® Disable
& bit burst V|
(0~ 255)

@ Enable O Disable

® Enable O Disable

OK Set to Default

(Sound effect when key pressed)

(Down image effect when key pressed)

| € Back to Main
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e Voice Message Update - Pantalla de actualizacién del idioma.

Nota: Cuando queramos cambiar un idioma, colocar el fichero .tar en el directorio raiz, C:\, pulsar
una sola vez la tecla de OK y esperar ha que se suba el fichero y se actualice el idioma. Parece
que no hace pero en realidad se esta cargando en la unidad iCAM el fichero de idiomas.

ﬁl RIS ID IrisAccess’

Ardvancad |demtity Authentication™

iCAM Configuration

I Voice Message Update

Use .wav Format Only

O Update English voice messages (English-voice.tar)
@] Update Korean voice messages (Korean-voice.tar)
O Update Other voice messages (Other-voice.tar)

@& No update required

Current Language Selection
 English O Korean & Other language

oK C

ancel

i : 1
4 Back to Main

“erzion 7.09.05 | Option 1

Copyright @2013 Iriz 1D, Inc. All rights reserved.
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..' WWW.EMACS.ES

EMALCS )
T.: (+34) 913.750.136
. F.:(+34) 913.758.894

e Display Message Update - En esta opcién podemos subir un archivo .gm para cambiar el
idioma de los mensajes que muestra la unidad iCAM en la pantalla LCD.

Nota: Cuando queramos cambiar un idioma, colocar el fichero .gm en el directorio raiz, C:\,
pulsar una sola vez la tecla de OK y esperar ha que se suba el fichero y se actualice el idioma.
Parece que no hace pero en realidad se esta cargando en la unidad iCAM el fichero de idiomas

SIRISID IrisAccess’

Adwanced |dentiy Asthenteation™ Arvanced Ideriity Auihentication™

iCAM Configuration

I’ Display Message Update

Update display messages for: | Spanish A

File to Upload Browse
(SpanishMessage.qgm):

——

;
4 Back to Main

Version 7.09.05 | Option 3
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.' WWW.EMACS.ES

EMALCS
T.: (+34) 913.750.136
. F.:(+34) 913.758.894

e Custom Image Update - Cambiar la imagen de la pantala LCD del sistema.

ﬁl RIS ID IrisAccess’

Ardvancad |dentity Authentication®

iCAM Configuration

I Custom Image Update

Image Size: |None A

File to Upload (*.png):

D0 KE | Update
| . |
4 Back to Main
erzion 7.09.05 | Option 1
Copyright 82013 Iriz ID, Inc. Al rights rezerved.
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T.: (+34) 913.750.136

. F.: (+34) 913.758.894

e Change Username/Password - Cambiar usuario y contrasefia del sistema.

ﬁl RIS ID IrisAccess’

Advanced Idemtity Authentication™

iCAM Configuration
I Change Username/Password

Old Username:
0Old Password:
MNew Username:

New Password:

OK Cancel

i )
4 Back to Main

erzion 7.09.05 | Option 1
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\ ' EMACS -
T: (+34) 913.750.126

F.: (+34) 913.758.894

e Operational Mode - Elegir el modo de operacion de la unidad.

O IRIS ID IrisAccess’

Ardvanced Identity dusthentication™

Adwanied |dantiny

iCAM Configuration

I Operational Mode

O option 1: Networked iCAM Control | Iris Matching Mode [Esee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

(O Option 2: Smart Card On-Device Verification Mode Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

® oOption 3: On-Device iCAM Control and Iris Matching Mode [Esee Diagram

iCAM is controlled and iris matched inside the iICAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP: | 192.168.1.21

Security ID: | emacsirisCAM7000

Action on failure of DE & Restore local DB in device to previous copy

Sync with IrisServer:
(O Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[] Display initial start-up screen at next login

oK Cancel

[ ——————
4 Back to Main

‘erzion 7.09.05 | Option 2
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.' WWW.EMACS.ES

EMALCS )
T.: (+34) 913.750.136
. F.:(+34) 913.758.894

e Reboot - Reinicio del sistema.

@ IRIS ID IrisAccess’

Advancaed Identity Authentication™

ehv i peed Iduntily A

iCAM Configuration

Il Reboot

Do you really want to reboot the iCAM?

OK Cancel

P—
4 Back to Main

Version 7.09.05 | Option 1

Copyright ©2013 Iris ID, Inc. All rightz rezerved.
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y T.: (+34) 913.750.136
F.: (+34) 913.758.894

3. SOFTWARE EAC

3.1 Instalacion y configuracion

En este apartado, vamos a proceder a la instalacion del software EAC_v3.09.03 que viene en el CD
distribuido.

e Primero necesitas obtener los CDs de instalacién y la licencia.

e Introduce el CD en el lector de CD-ROM.

? MiPC S [=1ES

farchivo  Edicion Wer  Favorikos  Hetramientas  Avuda 4'

@F\trés - e - l'} pBﬂsqueda [:E‘:-Carpetas -

Direccion | & Mi pe

F
Unidades de disco duro ~
Tareas del sistema

Yer informacion del sistema @ SISTEMA (C:) E‘ﬁ@ DATOS (D:)

i'ﬁ Agreqgar o quitar programas
[} Cambiar una configuracian

@ Expulsar este discn Dispositivos con almacenamiento extraible

=
Disco extrable (E:) LQ# Disca extraible (Fi)

Dtros sitios

g Mis sitios de red

. e i P TR
[} Mis documentos Disco extraible (G W Disco extraible (H:) 5
[F Panel de contral

_ Unidad DVD-RAM (1) EAC_v3.09,05 (1:)

Detalles

EAC_v3.09.03 (1)
Unidad de CD L 1 Unidad de €D (ks

Sistemna de archivos: CDFS
@ Panel de contral

Espacio libre: 0 bytes
Tamario tokal: 538 ME
Err finnune s - 3na e —e “
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Dirijase a la carpeta SETUP.

@ EAC_v3.09.03 (J:)

SOLUCcIONES DE SEGURIDAD A sSU ALCANCE

WWW.EMALCS.ES
1 (+34) 913.750.136
2 (+34) 913.758.894

Archivo  Edicion  Yer Favoritos  Herramientas  Ayuda

e.ﬂtrés - -\) L@ pBﬂsqueda IE:‘ Zarpetas v

Direccion @ 1,

Tareas de archivo y carpeta

iZAM4000 Software Lpdate File
iCAMT000 Update

[y Mover esta carpeta iDataToolkit_v1.07.01

Copiar esta carpeta Language Tools

@ Publicar esta carpeta en Web [ SETUP

i Ukilities

[Z] READ ME.bxt

Iﬂ Cambiar nombre & esta carpeta

@ Compartir esta carpeta

‘=] Enviar por correo electronico los
archivos de esta carpeta

x Eliminar esta carpeta

Dtros sitios

g MipC
[E__", Mis documentos
'Iﬂ Mis sitios de red

Detalles
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e Ejecute setup.exe

Archivo  Edicidn  Wer  Favoritos

e.ﬂtrés - .\)

Herramientas  Ayuda

'l.j; pBasqueda IE:‘ Carpetas v

SOLUCcIONES DE SEGURIDAD A sSU ALCANCE

T.:

Fat

WWW.EMALCS.ES
(+34) 913.750.136
(+34) 913.758.894

Direccion ([C3) 3:4SETUR

Tareas de archivo y carpeta

@ Cambiar nambre a este archivo
@ Mover eske archivo

Zopiar este archivo

@ Publicar este archivo en Web

@ Enviar este archivo por correo
electrdnico

¥ Eliminar este archivo

Okros sitios

{3 EAC_w3.09.03 (1:)
[E:} Mis documentos

'Q Mi PC

id Mis sitios de red

Detalles

D) I55etupPrerequisites

aproarar Files

) Systema2

b 0x0409.ini

checkeyd.dl

inskmnsiv, exe

57 IrisAccess TM) EAC SW V3,09, msi
I55etup. di

mswcr70.dl
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WWW.EMALCS.ES

EMALCS
T.: (+34) 913.750.136

F.: (+34) 913.758.894

e Siga los pasos de instalacion.

IrisAccess’ SHIRISID

Advanced ldentity Authentication™

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

computer, Click Install to begin installing these requirements,

IrisAccess{TM) EAC S ¥3.09 requires the Following items ta be installed an wour

Status | Requirement
Pending Microsoft \MET Framework 1.1
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T.: (+34) 913.750.136

F.: (+34) 913.758.894

IrisAccess{TM) EAC SW ¥3.09 - InstallShield Wizard

Welcome to the InstallShield Wizard for InisAccess[TM] EAC 5% ¥3.09

9 on your computer. To continue,

$IRISID

Cancel

¢ Back
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EMALCS
T.: (+34) 913.750.136
. F.:(+34) 913.758.894

e Introducimos el serial que viene junto al CD de instalacion.

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Senal Key Information

Enter Senal Fey

S

< Back T_!Eﬂ > Cancel
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T.: (+34) 913.750.136

F.: (+34) 913.758.894

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

License Agreement

Fleaze read the following licenze ; ent carefully.

EMD USER LICEMSE AGREEMEMNT

IMPORTAMT: READ THESE TERMS CAREFULLY BEFORE DOWHLOADING OR
INSTALLIMG THIS SOFTWARE. THIS EMD-USER LICEWSE AGREEMENT
["AGREEMEMT") IS & LEGAL AGREEMENT BET'WEEN %0OU AMD THE EMTITY
IDEMTIFIED B v0OU WHEM ACCEPTING THIS AGREEMENT [COLLECTIWELY, "EMD
USER"] AMDIRIS 1D, INC., ITS SUBSIDIARIES, AFFILIATES AND LICEMSORS
[COLLECTIVELY “IRIS ID"') COMCERMIMG THE USE OF SPECIFIED SOFT'waRE
PRODUCT(S] (HEREIMNAFTER THE "SOFTwWARE"]. THE SOFTWARE INCLUDES
COMPUTER SOFTWARE “WITH OBJECT CODE COMPONENT PARTS, ALL OTHER
COMPOMEMNT PARTS, ANY PRINTED MATERIALS, ANY UPDATES, AND &Ny
DOCUMENTATION, &5 APPLICABLE. B SELECTIMG THE " ACCEPT" BUTTON
BELOW, DOWNLOADING, INSTALLING, OR OTHERWISE USING THIS SOFTWARE
[EACH &M "ACCEPTAMCE" OF THIS AGREEMENT). END USER ACKNDWLEDGES THAT
IT HAS READ THIS AGREEMEMT AND THAT IT AGREES TO BE BOUMD B THE
TERMS AND COMDITIONS OF THIS AGREEMENT. IF EMD USER DOES MOT AGREE
TOALL OF THE TERMS AND COMDITIONS OF THIS AGREEMENT, EMD USER IS NOT
&AM AUTHORIZED USER OF THE SOFTWARE AMD IT IS EMD USER'S RESPOMSIBILITY

[« W pt all the terms of the preceding lic

T
EF I R IS I D i | do not accept all the terms of the preceding lice

ced Idenlily Awlhealicaticn™

|. < Back -H—!ez-:w | | Cancel |
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T.: (+34) 913.750.136

F.: (+34) 913.758.894

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Customer Information

nter your information,

Compary Marne:
EMACS

[nztall thiz application far:

@ Anyone who U -omputer [all users]

® Only far me [ER

$ IRISID

Cancel
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T.: (+34) 913.750.136

F.: (+34) 913.758.894

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Choose Destination Location

[Tk] EAL 5 it the following folder.

ext. Toinstall to a different folder, click Br L b anather

ation Folder

Browse. ..

$ IRISID

Cancel
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e Seleccionamos el tipo de base de datos que vamos a utilizar.

IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Server Databaze Information

t the ype of Datab

Setup will install the DBRS information in the registry for this application.

""' o M

h az Oracle

ver of Oracle DB Type iz highly recormmended fo

pported.
e i ted, the DEMS must be installed prior

$ IRISID

Cancel
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IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Select Program Folder

F ct a progran folder.

ou may bupe a new folder name,

Program Folder:

Aplicaciones

g Fold

Arcceszones
Adminigtrative Toolz

Digpozitivoz

Farmes

|S2000

Java

Java Development Kit
Motepad++

Startup

$ IRISID

Cancel
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IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

Start Copying Files

tlings before copying f

Uszer Infarmation:

Mame  : EMALCS

Compary : EMACS
Target Directony

Folder : C:A\Pragram Files (2864 iz DA nzbccessh
Setup Type

TYPICAL : Application will be installed with the most common options.
User Limit ;

50
Installation Programs

Help

Doc

InigServer

Irighd anager

IrizE rrall

Irizhd oritor

InzRecog

IrizD EAdrin

‘L'l;;i I R I S I D izl CULAdmin

Cancel
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IrisAccess(TM) EAC SW ¥3.09 - InstallShield Wizard

InztallShield Wizard Complete

zard ha fully inztalled Iriss [Thd] E: Click, Finizh to

$ IRISID

Cancel
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>

o Los programas que se nos instalan son los siguientes.

& Programas IRIS ID |-_”§|

Archivo  Edicidn Wer  Fawvoritos  Herramientas  Ayuda i‘.,"
'\_) Akras L\‘;} lf p Biisqueda [Li Carpetas -
Direccion |23 C\Documents and Settingstjuan. carreralDeskbopProgramas RIS ID b | >0
. IrisDBAdmin s IrisEnrall4000
Tareas de archivo y carpeta } Shatkcut ! | [
2EKB E JkBE
';j Crear nueya carpeta m
a Publicar esta carpeta en Web IrsICUAdmind000 IrsICUAdmin 7000
2 J shortout Shorbcut
Q Comparkir esta carpeta IKE m 2 KE
IrisManager i IrisMonitar
Otros sitios Shorkout Sharkcut
3KB ZkB
@ Escritario
B Mis d | IrisServer Qpkion3Admin
e EE Shorbcut Shorbcut
§ Mipc 2K 2KB
% Mis sitios de red e e
JCAMTO00Update;
Shorteut
Detalles
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3.7 Configuracién de la unidad iCAM y el software EAC

En este apartado se va a explicar como configurar el software EAC, instalado anteriormente, para
gue reconozca la unidad iCAM.

e Accedemos al sistema por medio de la interfaz web, con la configuracién por defecto
tendriamos:

- Username: iCAM7000

- Password: iris7000

ﬁl R' 5 |D IrisAccess’

Advancod Idantity Authestication™

iCAM Configuration

— — = I’ Administrator Login
[ == } p—
\J.m S E LR i Password:
B aen : Login Clear
I _—J—

Wersion 7.09.05 | Option 1

Copyright @2013 Iriz ID, Inc. All rights reserved.
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¢ Nos dirigimos al apartado Operational Mode y fijamos el modo de operacion en la opcion 3.

O IRIS ID IrisAccess’

Ardvanced Identity Authentication’

Adwanied |dantiny

iCAM Configuration

I Operational Mode

O option 1: Networked iCAM Control | Iris Matching Mode [Esee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

(O Option 2: Smart Card On-Device Verification Mode Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

® oOption 3: On-Device iCAM Control and Iris Matching Mode [Esee Diagram

iCAM is controlled and iris matched inside the iICAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP: | 192.168.1.21

Security ID: | emacsirisCAM7000

Action on failure of DE & Restore local DB in device to previous copy

Sync with IrisServer:
(O Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[] Display initial start-up screen at next login

oK Cancel

[ ——————
4 Back to Main

‘erzion 7.09.05 | Option 2

Copyright 2013 Iriz ID, Inc. All rights rezerved.

e Pulsamos OK y el sistema se reiniciara. Con esto tendriamos la parte de la configuracion web
realizada.

e Abrimos el programa IrisServer, que se instala cuando ejecutamos setup.exe. Ver instalacion y
configuracion.
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e EllIrisServer es necesario para cualquier gestion con el sistema iCAM debido a que es el que
se comunica directamente con él. El usuario por defecto es:

- Usuario: administrator

- Contrasefia; iris3000

B IrisServer

File Option Help
Yersion: 3.09.03 | DB: MS ACCESS | User Limit: 50

Date and Time I Message I
12022013 13:24:68 DB : M3 Access

12022013 13:24:58  Host Mame : omx-em-shr-10 oficina. emacs. es

12022013 13:24:89 P Address @ 192.168.1.16

120022013 13:24:58  Platform : Windows Server 2003 wersion 5.2 Service Pack 2 (Build 3790)

12022013 13:24:58  Prepared Socket

12022013 13:24:58  Prepared Database

Copy Selected Copy All
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Ejecutamos el programa IrisManager, desde el que gestionaremos los usuarios, los horarios,
las unidades iCAM...

Al ejecutar IrisManager nos pregunta por la direccion IP del ordenador donde esta instalado el
IrisServer, si esta en el mismo equipo que el IrisManager pulsamos OK.

B |risServer IP

Fail to connect to ltisServer. Please type the correct
ltig=erver IP address.

IP Address Ok
Cancel
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e Introducimos nuestro usuario. El usuario por defecto es:

- Usuario: administrator

- Contrasefa: iris3000

o IrisManager

Program  Administrator  Creation User Reports  Tools  Help

v .2.5. 047

Creation User Reports Door Cptions | Help
) risAccess Mo, of enrolled users : 040 =% ]User D L]l Find |
8% All Remotes UserlD ~ I Card ID Mame Departrent I Position I Phone (Office) I Gender ]Auth

¥ Rernote Groups
w5 Time Groups
[ ) Additional Info

$ | &

Remote unit/Time group - Detailed information I

Date and Time Oiperation Source ID I Source Name I Mode ID {Us... | Node Name (User ... I O

|
Connected ta lnsServer. [ ozizzons 1337

\.lA
|

10-12-2013 Pag. 80 de 127 Version 1.0

EMACS iCAM7000 20131210v10 - Manual de
Usuario.doc



. ) SoLUcCIONES DE SEGURIDAD A SU ALCANCE
.EMA:S WWW.EMACS.ES

T.: (+34) 913.750.136
. F.: (+34) 913.758.894

e Hacemos click en el recuadro del menu Creation.

o IrisManager

Program  Administrator  Creation User Reports  Tools  Help

o.0.3.0 8|7

Creation User Repaorts Doar COptions | Help
Y lrisAccess Mo of enrolled users : 070 =3 ]User o L]l Find |
s - UseriD + [CadID Marne Department | Pasition | Phone (Ofiice) | Gender | Auth

o 8% Remote Groups
P Tirne Groups
[ Additional Inf

Il

3 ' &

Femote unit/Time group - Detailed information ]

Date and Time Oiperation Source D ] Source Name ] Mode ID (Us... | Node Name (User ... I O

|
Gonnected to IisServer. [ oanamors 1337

I
| a2
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¥ Program Management E

Remote Lnit l IrisEnrall l Iristdanager l Iriskdanitar l
Use this tab to register remote units.
=)
Femate w... | Femoate Mame | [CU P Address | Security ID | CR[ > Mew...
at A
L..Close

¥ New Remote Unit E

Remote Unit D
Mame :

U P Address :
Security 1D
Description :
Channel ID -
hadel :

Priority (1 to 255)

|EI que gqueramos

192.168.1.204

lemacsirisCAMT 000

|La fue gueramaos)

iCAM7 100 (OPTION 3)

i

> e | Cancel

[
[~

Nota: ICU IP Address es la direccién IP del sistema iCAM, la misma con la que accedemos a él a
través del interfaz web. El Security ID es el que hemos fijado en la interfaz web cuando

seleccionamos el modo de operacién 3.
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X

e Asiintegramos la unidad iCAM con el software.

¥ Program Management

Remote Lnit ] IrisEnrall l Irishdanager l Irishanitar l

Use this tab to register remote units.
.Ll'm
Femote u._. | Remote Mame | [CU P Address | Security ID Chi Meww,..
' iCARTOO0 192 168.1.204  emacsiisCAMIOOD -
Modify...
Delete
< A
Cloge

e Elresto de pestafas las dejamos por defecto.

¥ rogram Management

Remote Unit | IrisErroll | Irishtanager [ _Ifishonitor ]
El Lse this tab to register IrishMonitor.
Irishdonitar D Irishonitor Mame | [P Address Description e
22000 IrisMuaonitar 127.0.01 Default IrisMonitor
& )
Close
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<
<L

Nota: El Security ID (1111111111111111) (dieciséis unos) que figura con la unidad de IrisEnroll
es importante porque luego se utilizard en el programa IrisEnroll4000 cunado configuremos la

unidad de enrolamiento.

% Program Management @

Lse this tab to register IrisEnrall.
== g
IrizEnrall 1D IrisEnrall Mame IP Address | Security 10 Memwy. .
20000 IrisEnrall 1270007 sy 1 111111111111171
< A
Close

¥ rogram Management

Remote Unit | IrisEnroll [ Trisanager || iisMonitor
(2 LIse this tab to register Irishanager.
=]
lrishanager ID | tisManager Mame | IP Address Description M. .
21000 IrishManager 127.0.01 Default IrisManager
& )
Close
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o IrisManager

Program  Administrator  Creation User  Reports  Tools  Help

AR £ a & 2

-

Creation Uszer Reports Door Cptions Help
| IrisAccess Mo. of enralled users . 0/0 = IUser D j| Find I
= All Remotes U =
ser |l - Card ID Marne Departrnent Position Phone (Office) | Gender | Auth
e | | [Dep [ [Phone (Ofice) | Gender | Auth

B emote Groups
(P Time Groups
£ Additional Infa

En este panel, veremos la base de datos de los usuarios
registrados en la unidad iCAHM seleccionada.

< I >
Damatan | Bamata hama | IC11ID Addraze | Channalin | 1ize Tyna | Daccrintion |
1 iCAMTO00 192.168.1.204 1 Identificat... iCANMTOO0 I
I% Unidad iCAM configurada.
Date and Time Operation Source D | Source Mame | Mode 1D (Us... | Mode Mame (User ... | )

4 | >
| 03MIINE | 0900 A

Connected to lrisServer.
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4 . ADMINISTRACION DE USUARIOS

A continuacion, una vez hayamos instalado el software y configurado el sistema IRIS ID, vamos a ver
como configurar usuarios en la unidad iCAM.

4.1 Afadir Usuarios

Los pasos a la hora de afiadir un nuevo usuario son los siguientes:

e Accedemos al sistema por medio de la interfaz web, con la configuracién por defecto
tendriamos:

- Username: iCAM7000

- Password: iris7000

HIRISID IrisAccess’
Aduancod Iduntity Autheniseation= Advanced Identity Authestication™
iCAM Configuration
e = I’ Administrator Login
j I o[ ]
u y Username:
o = [= =] e
d. u g - & Password:
g o [ tann N cloar |
" onms A Login Clear
=] E E ..
Wersion 7.09.05 | Option 1
Copyright @2013 Iriz ID, Inc. All rights reserved.
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¢ Nos dirigimos al apartado Operational Mode y fijamos el modo de operacion en la opcion 1.

9 IRISID IrisAccess’

iCAM Configuration Start Up Screen
B Network Settings

IP Address: | 192,168.5.100
Subnet Mask: | 255.255.255.0

Default Gateway:

Enable IP announcement

Bl Operational Mode

@ option 1: Networked iCAM Control / Iris Matching Mode [Elsee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

O Option 2: Smart Card On-Device Verification Mode [Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre—existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

 Option 3: On-Device iICAM Control and Iris Matching Mode [Elsee Diagram

iCAM is controlled and iris matched inside the iCAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC

software only.
IrisServer IP:

Security ID:

Action on failure of DB Restore local DB in device to previous copy

Sync with IrisServer:
Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[ pisplay initial start-up screen at next login

| ) ) |
A 4 skip and go to Main Screen

pply

e Pulsamos OK y el sistema se reiniciara. Con esto tendriamos la parte de la configuracion web
realizada.

e Abrimos el programa IrisServer, que se instala cuando ejecutamos setup.exe. Ver instalacion y
configuracion.
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e El IrisServer es necesario para cualquier gestion con el sistema iCAM debido a que es el que
se comunica directamente con él. El usuario por defecto es:

- Usuario: administrator

- Contrasefa: iris3000

B IrisServer

File Option Help
Yarsion: 3.09.03 | DB: M5 ACCESS | User Limit: 50

Date and Time I Message I
1200202013 132458 DB M3 Access

12022013 13:24:58  Host Mame © omx-em-sbr-10.oficina.emacs.es

1200272013 13:24:52  IP Address @ 192.168.1.16

12022013 13:24:58  Platform : YWindows Server 2003 version 5.2 Service Pack 2 (Build 3730)

12022013 13:24:58  Prepared Socket

12022013 13:24:58  Prepared Database

Copy Selected Copy All
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P ¢

Ejecutamos el programa Irisénroll4000, con el que enrolaremos un iris y agregaremos un
nuevo usuario con este parametro, junto con sus datos y otras opciones.

Al ejecutar IrisEnroll4000 nos pregunta por el Security ID,este no es el que configuramos la
unidad iCAM, sino, que es el que configuramos en el IrisManager en la seccién de IrisEnroll
(Ver pagina 84)

| Security ID E

J E I Enter the security 1D and restart IisEnroll4000

Current Security 1D

Meny Security 1D

Ik Cancel |

/| Security ID E

J E i Pleage restart IrisEnroll4000.

Mew Security (D
T 1111111111111
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Al ejecutar IrisEnroll4000 nos pregunta por la direccion IP del ordenador donde esta instalado
el IrisServer, si esta en el mismo equipo que el IrisEnroll4000 pulsamos OK.

W IrisServer IP @

Fail to connect to IrisSemver. Please type the carrect
lriz=ener IP address.

IP Address 8]

Cancel

Introducimos nuestro usuario. El usuario por defecto es:
- Usuario: administrator

- Contrasefia; iris3000

Introducimos la direccion IP de nuestro sistema IRIS ID, configurado previamente en el modo
de operacion 1, y pulsamos Connect.

& Connect to iCAM

=1 Enter the ICAM IP Address and click
|l Connect button to connect to iCAM.

iCAM IP Address: |192.168.1.204

Connect Close
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Cuando la unidad iCAM se conecta con el IrisEnroll4000 nos aparece una breve descripcion

de como enrolar un iris. Pinchamos en Close.

E Motice

@ Ta enroll properly, the user should follow the instruction below,
—,

1) Select the 'Enroll’ buttan in the toolbar.

2) Take off any eye-glasses.

31 WYith eyes wide open, laok into the rectangular mirrar aligning
the colaored dot between eyes.

X]

[ Don't open this window next time.

10-12-2013 Pag. 91 de 127 Version 1.0

EMACS iCAM7000 20131210v10 - Manual de
Usuario.doc



» N

& IrisEnroll4000

WWW.EMALCS.ES
T.: (+34) 913.750.136

F.: (+34) 913.758.894

Program Actions Tools  Help

NADQ Y o3

Enrall  Identify  Werify Zard

&

Opkions

SIRISID

Ready.. &

[——

N
| onas
- pro— e
- @
IrisEnroll4000 action status l |I'ISEI'ITD"40“D
Result | Date & Time e
() Action stopped. 031242013 092356
Frocessing. .. 03411242013 092409
@ Action stopped. 03122013 09:24:15 w

mige Connected to lrisServer.

ICAM IP:192.1658.1.204
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Antes de enrolar un iris vamos a configurar el IrisEnroll4000 por si queremos utlizar tarjetas.

Nota: Se configura esta opcidén porque al usuario que registremos le vamos a afadir todas las
identificaciones posibles, tanto con tarjeta como con PIN.

Nos vamos a la pestafia del mena Tools > Options, y nos aparece el, siguiente mena.

[

Dizplay T smart Card T Eye Selection ]

iCAM T lrisServer T Lock T Countermeasure

Set the ICAM sound valume and %FD message to display

Sound Yolume ;

=

[ e

high

YFD Message Iris 1D

[v UseWhite LEDs during face capture

Ok

Cancel
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Nos vamos a la pestafia Smart Card.

[ iCAR T IrigSerer T Lock ]_T Countermeasure

Display T Smart Card: T Eve Selection

3 Configure SmantCard options using ICAM Web Configuration.

[ Use Smart Card

[ [
Ii
| =
| =
] 4 | Cancel |
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Acrivamos el uso de tarjetas, Use Smart Card.

Nota - IMPORTANTE: El campo Data Format es el formato con el que escribiremos los datos en
la memoria de tarjeta, por ello, es muy importante que sea el mismo con el que la unidad iCAM,
en el modo de operacion 3, lee la memoria de las tarjetas (\Ver configuracion Smart Card).

L Options

[ iCAR T IrigSerer T Lock Countermeasure
Display |  Smartcard | Eye Selection

ﬁ Configure SmantCard options using ICAM Web Configuration.

[v Use Smart Card

SrmartCard Type (in iCAM)

Data Format - |GSC-I1S FORMAT -

|N|:|ne j

Lse IrisServer to configure 1A EAC Format keys

[ Always Issue Smart Card: [v Send lrisCode to lfisSerer
Block Offset (hexadecimal): |1 3
Book |EI|:u:|k 0 j
Application Area for Blank Card (16K |App|icatinn 1 j
The offset anly needs to be changed if storing
non-lrisAccess infarmation on the SmanCard Setto Defaults |
Ok Cancel |

Pulsamos OK y ya tenemos la unidad configurada para trabajar con Smart Card.

Nota: Si queremos cambiar algun parametro mas de los opciones como el volumen de la unidad
iICAM, por ejemplo, lo haremos desde este mend.
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“s \

e Ahora vamos a enrolar un iris. Para ello, pinchamos en el icono de Enroll del mena superior y
presentamos los ojos a la unidad iCAM.

& IrisEnroll4000

Program Actions Tools  Help

Capturing... OO

$IRISID

F NN
IrisAccess’ o\\\f

O
O
&

IrisEnroll4000 action status l |I'I5El‘|fﬂ"4000
Fesult | Date & Time -
@F‘rncessing... 03A 272013 09:24.09
(&) Action stopped. 03122013 09:24:15
@F‘rucessing... 03272013 09:25:12 o
== Connected ta lrisServer. Capturing... iCAM [P 192.165.1.204
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(& Processing Result @

Processed...Excellent! (The first trial)
Click “erification Test' button to verify this user.

Frocessing Result

IrisCode™ quality

]
] 50 100 “erification Test

Cancel

e Pinchamos en Verification Test, para verificar el iris que acabamos de enrolar.

@ Verified.

TESt agaln | _. ................... [:I K._
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Después de la verificacion se nos activa la opcién de Fill in user information y nos aparecera
una ventana para agregar un nuevo usuario o modificar uno existente.

() Processing Result

@ Processed...Excellent! (The first trial)

%]

FProcessing Result

Fill in User Infarmation. ..

lrisCode™ guality

|
1] 50 100 YYerification Test
Cancel
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_ User Information

SOLUCIONES DE SEGURIDAD A s

%]

Type user ID and then click "Get user information’ button, then the rest of options
will be enabled. If the user information already exists in the server DB, the
information will he displayed.

U ALCANCE

WWW.EMALCS.ES
T.: (+34) 913.750.136
F.: (+34) 913.758.894

*User ID || Get user infarmation
Basic information of the user - All fields marked with an asterisk () must be
filled.
MNarme Fhota
| [
| J Capture Image |
I_
*Card 1D
| Get Fram iCAM
*Card Number Gender
| .
FIN =
| ™ Show PIN
* Eye
- [
{ {
=
Cancel
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Rellenamos el cuadro User ID y pinchamos en Get user information, si el usuario esta
registrado podremos modificarlo, sino crearemos un nuevo usuario con ese User ID y con los
datos que afiadamos.

" User Information @

Type user ID and then click "Get user information’ button, then the rest of options
will be enabled. If the user information already exists in the server DB, the
information will he displayed.
* User ID |U5U3”'3'1| Get user informatian
Basic information of the user- All fields marked with an asterisk () must be
filled.
MName Fhota
| [ _
| J Capture Image |
I_
*Card ID
| Get From iCAM
* Card Number itz
| -
PIN e
| [~ Show PIN
* Eye
r I_
{ {
-
Cancel
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T.:
Fat

(+34) 913.750.136
(+34) 913.758.894

Nota: Como el usuario no esta registrado se creara un nuevo registro con la informaciéon de este.

IrisEnroll r>_<|

\:!.) Registered user information is not found,
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_ User Information

* User ID Usuario Get user information

Type user ID and then click "Get user information’ button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

Basic information of the user - All fields marked with an asterisk () must be
filled.

Marme FPhoto
First Mame ||

il l_

Last Mame |

Card
|Nune j |

| J Capture Image |

Select Photo. |
—

[ Delete photo

%]

SOLUCIONES DE SEGURIDAD A SU ALCANCE

WWW.EMALCS.ES
T.: (+34) 913.750.136
F.: (+34) 913.758.894

Gender
| i~ Female
Pl " Male
| [~ Show PIN
* Eye
v [
i i
-
Click the 'Mext' button to continue.
Mext = Cancel
10-12-2013 Pag. 102 de Version 1.0

127

EMACS iCAM7000 20131210v10 - Manual de
Usuario.doc




Para afadir una tarjeta y grabar en su memoria el patron biométrico del iris enrolado en Card
selecionamos Smart Card, y para obtener los datos de la tarjeta seleccionamos Get Card

Wiegand data from iCAM.

_ User Information

Type user ID and then click "Get user information' button. If user information is

not found, click OK, to enable

user information fields. If the user information

already exists in the server DB, the information will be displayed.

Get user infortmation

Basic information of the user- All fields marked with an asterisk () must be

Photo

* User ID Isuariol
filled.
Marme
First Mame |U5|_|ari|:|
hdl l_
Last Mame |1

[ Use as Prox Card

|Get Card Wiegand data fram iCAM

*Wiegand Data Length (No of Bits)

—

*Wiegand Data (Hexadecimal)

-]

Capture Image |

Select Phota. |

[ Delete photo

| Get From AR
*Card Number Gender
| Get Fram Card " Female
(=11 " Male
| [ Show PIM
* Eye
v [
{ {
=
Click the 'Mext' button to continue.
MNext = Cancel

SOLUCIONES DE SEGURIDAD A SU ALCANCE

WWW.EMALCS.ES
T.: (+34) 913.750.136
F.: (+34) 913.758.894
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e Pulsamos en Get From iCAM para obtener los datos de la tarjeta, y presentamos durante unos
segundos la tarjeta a la unidad iCAM.

_ User Information P§|

Type user ID and then click 'Get user information’ button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

* User ID Usuarial Get user inforrmation

Basic information of the user- All fields marked with an asterisk () must be

filled.
Marme Photo
First Mame |U5|_|ari|:|
Pl I_
Last Mame |1
Card
|Smar1 Card j [ Use as Prox Card
|Get Card Wiegand data from iCAM j Capture Image |
*Wiegand Data Length (No of Bits) el P |

Wigiting for wiegand data from iCA...
IO O O o

[ Delete photo
*Wiegand Data (Hexadecimal)

* Card Number Gender
“ Get From Card " Female
(=TT " Male
| [ Show FIM
* Eye
i B
i {
-
Click the ™ext' button to continue.
Mext = Cancel
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e Nos aparecen los datos leidos por la unidad iCAM.

_User Information E|

Type user ID and then click 'Get user information’ button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

* User ID Usuario Get user information

Basic information of the user- All fields marked with an asterisk (*) must be

filled.
MNarne Fhoto
First Mame |U5|_|ari|:|
Pl l_
Last Mame |1
Card
|Smar1 Card j [ Use as Prox Card
|Get Card WWiegand data fram iCAM j Capture Image |
*Wiegand Data Length (No of Bits) el P |

T

[ Delete phaoto
*Wiegand Data (Hexadecimal)

| Get From iCAR
* Card Number Gender
|JI et From Card " Female
PIM " Male
| [ Show PIM
* Eye
[+ [
i {
=
Click the 'Mext' button to continue.
Mext = Cancel
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Nota: Si ahora en el cuadro Get Card Wiegand data from iCAM seleccionamos la opcion Enter
Card ID nos aparece un recuadro con el titulo Card ID y el numero leido anteriormente. Este
Card ID es el que se enviaran por la salida Wiegand de la unidad iCAM junto con el Facility
Code y los bits de paridad. (Ver pagina 50)

_ User Information §|

Type user ID and then click "Get user information’ button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

* User ID Usuario? Get user information

Basic information of the user - All fields marked with an asterisk ™) must be

filled.
Marme Photo
First Mame |U5|_|ari|:|
hdl I_
Last Marme |1
Card
Smart Card j [ Use as Prox Card

Capture Image |

Select Photo. . |

[ Delete photo

*Card ID
|ncgmz4n
*Card Numher Sender
|1 Get From Card " Fermale
(=TT " Male
| [ Show FIM
* Eye
v [~
{ {
=
Click the ™ext' button to continue.
Mext = Cancel
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¢ Una vez configurada una tarjeta vamos a afiadir un PIN también.

_ User Information E|

Type user ID and then click 'Get user information’ button. If user information is
not found, click OK, to enable user information fields. If the user information
already exists in the server DB, the information will be displayed.

* User ID Usuarial Get user inforrmation

Basic information of the user- All fields marked with an asterisk () must be

filled.
Mame Photo
First Mame |U5|_|ari|:|
fll l_
Last Mame |1
Card
|Smar1 Card j [ Use as Prox Card
|EntEr Card ”:' j Capture |mage |
Select Photo... |
[ Delete photo
*Card 1D
|DCQTA240
*Card Number Gender
|1 Get From Card " Female
PIM " Male
112345] ¥ Show PIN
* Eye
v B
i i
=
Click the 'Mext' button to continue.
Mext = Cancel
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e Pulsamos Next.

_User Information

X)

Enter the Department, Position, Home Phone number, Mohile Phone number,
Office Phone number, E-mail, Address, Resident Number and descriptions
{(Memo1-3) of the user.

lsuatiol

Detail information of the user

Cepartment | Fuosition |
Fhone (Home) | Fhone (Mohile) |
Fhone (Office) | E-mail |
Address |

Resident Mum |

Mema 1 |
Memo 2 |
Memo 3 |
|
|

fdemo 4
kemo 5

< Back [i MNext> Cancel
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P 4

¢ Rellenamos los datos y pulsamos Next.

_User Information [Z|

Enter the Department, Position, Home Phone number, Mohile Phone number,
Office Phone number, E-mail, Address, Resident Number and descriptions
{(Memo1-3) of the user.

lsuatiol

Detail information of the user

Cepartment | Fuosition |
Fhone (Home) | Fhone (Mohile) |
Fhone (Office) | E-mail |
Address |

Resident Mum |

Mema 1 |
Memo 2 |
Memo 3 |
|
|

fdemo 4
kemo 5

< Back | Mext= Cancel
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e Elegimos el horario y el periodo de acceso para este usuario. Para ello, seleccionamos All en el
cuadro Remote Group (accesos remotos) y Time Group (grupos de horarios) y pulsamos Add
para darles permisos de acceso y pulsamos Next y, a continuacion, Finish. Nota: Los horarios y
accesos remotos se pueden crear nuevos.

_ User Information F§|

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the user is a
visitor, select the remote group and set valid term and reservation time.

Isuarial

Assign access rights to the user.

[ “isitor
Remaote Group Access Rights
Remote Group Time Group |
Add
e (ETE A term of validity
All (mrm/dd/yyyy)
start Date |
Expire Date | j Delete
Detail |
Remote MName | IP address Channel 1D Use Type
iCANZ 000 192.168.1.204 1 [dentification
= Back Mext = Cancel
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Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the useris a
visitor, select the remote group and set valid term and reservation time.

[ “isitor

Remote Group

suariol

Assign access rights to the user,

Access Rights

SOLUCIONES DE SEGURIDAD A SU ALCANCE

WWW.EMALCS.ES
T.: (+34) 913.750.136
F.: (+34) 913.758.894
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Remote Group Time Group |
| A1
—> A |
e EieD A term of validity
All (rnrndddfyyyy)
start Date | j Delete
Expire Date | j Delete
Add
Detail |
Femote Mame | IF address Channel D Lse Type
iCAMTOO0 192.1658.1.204 1 |dentification
= Back Mext = Cancel
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_User Information [E|

Select the type of the user using the check box labeled with Visitor. If the user is
a general user, select the remote group and the time group. If the useris a
visitor, select the remote group and set valid term and reservation time.

suariol

Assign access rights to the user,

[ Wisitar
Remote Group Access Rights
Al Remote Group Time Group
Add
e EieD A term of validity
(mrmddddyyyy)
start Date | j Delete
Expire Date | j Delete
—> A |
Detail |
Sunday | Monday Tuesday Wednesday | Thursday Friday
00:00-24:00 00:00-24:00  00:00-24.00  0OO:0O0-24:00  00:00-24:00  00:00-2:
< ' 4
= Back Mext = Cancel
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Finalmente, nos aparece un recuadro con la informacién del usuario introducida.

_User Information

Click on the Finish hutton to register a user with the following information.

lsuatiol

[risEnrall4000

User 1D

First Mame:
fdiddle Mame:
Last Mame:

Evye to be enrolled:
YWarning eye:

Sender:
Department:
Fosition:
Fhone (Office):;
Fhone (Horme):
Fhone (Mohile):
E-mail:
Address:
Resident Mum:
Perma 1:
Pema 2:
fema 3:
Plema 4:
fema 5:

will register a user with the following information

Isuariol

Isuario

1
Left / Right

< Back |i Finish

Cancel

X)

SOLUCIONES DE SEGURIDAD A SU ALCANCE
WWW.EMALCS.ES
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e Pulsamos Finsih y nos aparece un vetana con la que, siguiendo los pasos que nos marca,
escribiremos el patrén biométrico del iris en la Smart Card.

Nota: Si no hemos usado una tarjeta a la hora de inscribir a un usuario este menu no aparecera y
no tendremos que hacer los siguientes pasos.

[ Renister Iriscode to card ] I—'[ Read Iriscode from card ] I—'[ Yerify card ]

Status
Command : Click [Start] button.

Cloze

e Pulsamos Start, y nos pedird que presentemos la tarjeta a la unidad iCAM para que esta
escriba en la memoria de la tarjeta el patron del iris.

[ Reqister Iriscode to card ] I—' [ Read Iriscode fram card ] I—' [ Yerify card ]
Status Waiting for card to issue...
Command : Present your card to the card reader and wait a

moment.
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[ Renister Iriscode to card ] I—'[ Read Iriscode from card ] I—'[ Yerify card ]

Status Wiaiting for card to read. ..
Command : Present your card to the card reader and wait a
moment.

e Una vez que inscribe y lee los datos inscritos en la memoria de la tarjeta, se nos pide que
presentamos los ojos de nuevo para verificar que los datos se han grabado satisfactoriamente.

O O {3 Both Eyes
[ Renister Iriscode to card ] I—'[ Fead Iriscode from card ] I—'[ Verify card ]

Status Waiting for eve to be verified.

Command : Remove the card and look into the center of the
mirror of the EOU.

X

3’5 Yerification Result

@ Both Eyes : Verified.
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e Y ya tendriamos afiadido nuestro nuevo usuario, podemos verlo, modificarlo y deméas desde el
programa IrisManager.

o IrisManager B|E”E

Program  Administrator  Creation User Reports  Tools  Help

o M I
. 2. . 04&4)|7
Creation User Reports Door Cptions | Help
| IHisAccess Mo. of enrolled users : 141 " [userD L]l Find |
=5 tf All Remotes Ciepartment Position

iCAMZO00
w8 Remote Groups
B Time Groups
- [ Additional Info

Uzuario 1

< ! B
Rermote u... | Remate MName | ICU 1P Address | Channel 1D I Use Type Description
1 iCANTO00 192.168.1.204 1 Identificat... iCAM7O00
Date and Time l Operation Source D Source Name ] Mode ID (Us... l Node Name (User ... ] O
@'12:’03;’2013 10:31:56 A ouseris registered at IrisEnrall 20000 IrisEnrall Usuariol Usuario 1 a
£ ! e
5 Connected to IrisServer. 031272013 10:52

Nota: La columna Card ID es el nimero que se manda por la salida Wiegand junto con el resto de
datos. (Ver pagina 50) Si no se ha configurado ninguna tarjeta tendremos que afadir este campo
para que se envie por la salida Wiegand y que lo reciba una unidad de control de accesos. (Ver
modificar/eliminar usuarios) (Ver integracidn con sistemas de control de accesos).
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A .2 Modificar/Eliminar Usuarios

Los pasos a la hora de modificar/eliminar un usuario son los siguientes:

e Accedemos al sistema por medio de la interfaz web, con la configuracién por defecto
tendriamos:

- Username: iCAM7000

- Password: iris7000

ﬁ' RIS |D IrisAccess’

Advancaed Identity Authentication™

iCAM Configuration

== = I Administrator Login
j[l ifl 116
u u Username:
d-nn - E — i Password:
B ] T |
" somo A Login Clear
& = E ..

Werzion 7.09.05 | Option 1

Copyright 22013 Iriz ID, Inc. All rights reserved.
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Nos dirigimos al apartado Operational Mode y fijamos el modo de operacion en la opcion 3.

O IRIS ID IrisAccess’

Ardvanced Identity dusthentication™

nabied |dewLy

iCAM Configuration

I Operational Mode

O option 1: Networked iCAM Control | Iris Matching Mode [Esee Diagram

iCAM functions and iris matching controlled by networked software or devices. Supported by IrisAccess EAC software
(IrisEnroll4000 or ICU4000), or with iData SDK software (iCAM4000 series compatibility).

(O Option 2: Smart Card On-Device Verification Mode Elsee Diagram

The iCAM operates as a stand-alone device for verification (1:1) of iris templates on a smart card. For use with iData CMA and /or
pre-existing smart cards with iris templates created by IrisAccess EAC or 3rd party applications.

® oOption 3: On-Device iCAM Control and Iris Matching Mode [Esee Diagram

iCAM is controlled and iris matched inside the iICAM. Provides function of ICU within the iCAM. For use with IrisAccess EAC
software only.

IrisServer IP: | 192.168.1.21

Security ID: | emacsirisCAM7000

Action on failure of DE & Restore local DB in device to previous copy

Sync with IrisServer:
(O Put device into error state and disconnect from IrisServer (Device automatically

reconnects to IrisServer and DB Sync is performed again)

[] Display initial start-up screen at next login

oK Cancel

[ ——————
4 Back to Main

‘erzion 7.09.05 | Option 2

Copyright 2013 Iriz ID, Inc. All rights rezerved.
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P 4

e Pulsamos OK y el sistema se reiniciara. Con esto tendriamos la parte de la configuracion web
realizada.

e Abrimos el programa IrisServer. El IrisServer es necesario para cualquier gestion con el
sistema ICAM debido a que es el que se comunica directamente con él. El usuario por defecto

es:
- Usuario: administrator

- Contrasefia; iris3000

J! IrisServer

File Option  Help

“ersion: 3.09.03 | DB: MS ACCESS | Lser Lirnit: 50

Date and Time I Message |
120202013 13:24:58 DB : M5 Access

120272013 13:24:89  Host Name : omx-em-sbr-10.oficina. emacs. es

120272013 13:24:59 [P Address : 192.168.1.16

120272013 13:24:58  Platform : Windows Server 2003 version 5.2 Serwvice Pack 2 (Build 3790)

120272013 13:24:59  Prepared Socket

120272013 13:24:89  Prepared Database

Copy Selected Copy All

e Ejecutamos el programa IrisManager, con el que gestionaremos la modificacion y eliminacion
de usuarios en el sistema.

e Al ejecutar IrisManager nos pregunta por la direccién IP donde esta instalado el IrisServer, si
esta en el mismo equipo que el IrisManager pulsamos OK.
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e Introducimos nuestro usuario. El usuario por defecto es:
- Usuario: administrator

- Contrasefa: iris3000

e Desde aqui podemos gestionar los usuarios registrados.

o IrisManager l;“E”E

Program  Administrator  Creation User Reports  Tools  Help

... 047

Creation User Reports Door Cptions | Help
¢ " . - -
| IrisAccess Mo. of enrolled users : 1/1 ~ |User D L]l Find |

£ lﬁg 2l :nt?;eh:?DDD User D \ : Departrment Paosition
o Remote Groups
P Time Groups
[ Additional Info

< | >

Remote u... | Remote Name | ICU IP Address | Channel ID I Use Type ] Description

1 ICAMZ000 192.168.1.204 1 Identificat...  iCAMZO00
Date and Time Operation Source ID Source Name 1 Mode ID {Us... ] Node Name (User ... ] O
(E)12/03/2013 10:31:58 A user iz registered at InsEnrall 20000 IrisEnrall Usuarial Usuario 1 a
& ! £

F—" Cannected to lrisServer. _' 031252013 10:62
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Para modificar/eliminar un usuario pulsamos con el boton derecho sobre él y realizamos las
operaciones oportunas.

o IrisManager

Program Administrator  Creation User Reports Tools  Help

... 08 7

Creation User Reports | Door Options | Help
- + . - 3
4 lrisAccess Mo. of enrolled users : 1/1 % |UserID :_“ Find |
i = -#¥ All Remotes User D

Department Paosition
: o [8] iCAMTOOD :
88 Remote Groups
oGP Time Groups

& [ Additional Info

Chrl+1

Delete Chri+D

< | #
Rermote u.. | Remote Mame | ICU IP Address | Channel [D | Use Type | Description
1 ICAMZO00 192.168.1.204 1 Identificat... iCAM7O0D
' Date and Time I Operation Source ID Source Name J Mode D {Us. . I Node Mame (User .. J O
@12;’03.-’2013 10:31:56 A useris registered at IrisEnroll 20000 ItisEnrall Usuariol Usuario 1 a
< J =
Connected to IrisGerver. | oananms | 1109
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e Sielegimos modificar nos aparece la siguiente ventana.

__ User Information

SUmmary T Basic info. T Access Rights T Detail Infa.

Basic information of the user - All fields marked with an asterisk (*) must be filled.

*User ID |Usuarin1 Phaoto

Marme

First Marme |U5uari|:|

M |

Last Mame |1

Card
|Smart Card

Select Photo...

Lef Lo

|Enter Card 1D -

Gender

*Card ID " Female
|1| " Male
*Card Numher
[

PIN [~ ™ Show PIN
Eye

Enrolled eye : [Bath [ Use waming eye

[ Unenrall left eye & .
[ Unenrall right eye

b adify Cancel

Nota: El Card ID es el nimero que se manda por la salida Wiegand junto con el resto de datos.
(Ver pagina 50) Si no se ha configurado ninguna tarjeta tendremos que afiadir este campo para
que se envie por la salida Wiegand y que lo reciba una unidad de control de accesos. (Ver
integracioén con sistemas de control de accesos).
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5. INTEGRACION DE LA UNIDAD iCAM CON SISTEMAS DE
CONTROL DE ACCESOS

En este apartado vamos a ver como integrar la unidad iCAM con otros sistemas de control de
accesos.

La unidad iCAM estara funcionando, preferiblemente, en el modo de operacion 3 aunque también se
podria utilizar en el modo de operacion 2 (Ver modos de operacion v configuracion).Y actuara
como un lector mando los datos oportunos de cada usuario en el caso de que se produzca una
identificacion satisfactoria.

5.1 Integracién hardware

En el siguiente diagrama podemos ver como se realiza la integracion a nivel fisico de la unidad iCAM
con el sistema de control de accesos VertX, es decir, el cableado necesario para conectar ambas y
que interactué la unidad iCAM con el sistema VetX. La unidad iCAM actuaras como un lector que
envia datos al controlador VertX a través de la salida Wiegand.
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5.7 Integracion software

Aqui podemos ver como se realiza la integracién a nivel de software entre la unidad iCAM vy el
sistema VertX con el que actia como si fuese un lector.

El software que utilizaremos sera 1S2000 con el cual manejamos el sistema de control de accesos
VertX.

152000 Version 9.2.99

E

EMACS
-10

Drivers

= EVENT MANAGER

Date Time Controller G... Address Address Description Event Description Name

dic 03, 20... 12:30:36 PM 1 YTX: VertX Access Control Driver ﬁ Driver has Started YTX: VertX Access Control
dic 02, 20... 12:30:29 PM 1 YTX: YertX Access Control Driver lﬁ Driver has Stopped YTX: YertX Access Control [
dic 03, 20... 11:30:42 AM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed M
dic 03, 20... 11:30:42 AM Controller Gr... 1.0.0.11 Door Contact ﬂ Door Forced Open

dic 03, 20... 11:30:41 AM Controller Gr... 1.0.0.I1 Door Contact I Door is Dpened

dic 03, 20... 11:30:40 &AM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed

dic 03, 20... 11:30:40 AM Controller Gr... 1.0.0.11 Door Contact & Door Forced Open

dic 02, 20... 11:30:40 &AM Controller Gr... 1.0.0.I1 Door Contact l‘ Door is Opened

dic 03, 20... 11:30:38 AM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed

dic 03, 20... 11:30:38 AM Controller Gr... 1.0.0.11 Door Contact ﬂ Door Forced Open

dic 03, 20... 11:30:38 &AM Controller Gr... 1.0.0.11 Door Contarct N Door is Opened

dic 03, 20... 11:30:37 &AM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed

dic 03, 20... 11:30:36 AM Controller Gr... 1.0.0.I1 Door Contact & Door Forced Dpen

dic 03, 20... 11:30:36 AM Controller Gr... 1.0.0.11 Door Contact l‘ Door is Opened

dic 03, 20... 11:30:36 AM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed
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Si presentamos un usuario a la unidad iCAM que haya sido previamente registrado, esta cuando
realice un reconocimiento satisfactorio enviara los datos asociados a través de la salida Wiegang
como un numero formado por un Card ID un Facility Code y unos bits de paridad. (Ver Card ID) (Ver
Facility Code) (Ver configuracién salida Wiegand)

=i 152000 m|
— &
=] 7 [
[

= il h "

Date Time Controller G... Address Address Description Event Description Name Data *
dic 03, 20... 11:53:37 AM Controller Gr... 1.0.0.R2 Reader 2 Access Denied: Invalid Card #3301001 (26 Bits) |
dic 03, 20... 12:39:39 PM Controller Gr... 1.0 YertX ¥1000 (D1:F8:15) Controller ONLINE
dic 03, 20... 12:36:46 PM i YTX: VertX Access Control Driver lﬁ Driver has Started ¥TX: VertX Access Control Driver 8.10... 1
dic 03, 20... 12:36:35PM 1 YTX: VertX Access Control Driver ﬁ Driver has Stopped VTX: VertX Access Control Driver 8.10...
dic 03, 20... 12:33:56 PM 192.168.1.16 OMX-EM-SBR-10 & Dperator Logon ADMIN
dic 03, 20... 12:33:47 PM 1 ¥TX: VertX Access Control Driver ﬁ Driver has Stopped VYTX: VertX Access Control Driver 8.10...
dic 03, 20... 12:30:36 PM b 1 ¥TX: VertX Access Control Driver ﬁ Driver has Started ¥TX: VertX Access Control Driver 8.10...
dic 03, 20... 12:30:29 PM 1 ¥TX: VertX Access Control Driver ﬁ Driver has Stopped YTX: VertX Access Control Driver 8.10...
dic 03, 20... 11:30:42 AM Controller Gr... 1.0.0.11 Door Contact ﬂ Door is Closed
dic 03, 20... 11:30:42 AM Controller Gr... 1.0.0.11 Door Contact & Door Forced Open
dic 03, 20... 11:30:41 AM Controller Gr... 1.0.0.11 Door Contact I Door is Opened
dic 03, 20... 11:30:40 AM Controller Gr... 1.0.0.11 Door Contact ﬂ Door is Closed
dic 03, 20... 11:30:40 AM Controller Gr... 1.0.0.11 Door Contact /l\\‘ Door Forced Open
dic 03, 20... 11:30:40 &AM Controller Gr... 1.0.0.I11 Door Contact ” Door is Opened
dic 03, 20... 11:30:38 AM Controller Gr... 1.0.0.11 Door Contact ﬂ Door is Closed 3

Nota: Aunque el usuario hay sido reconocido en la unidad iCAM no tiene porque estar dado de alta
en el sistema de control de accesos, por ello, se le deniega el acceso.
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Si afiadimos el nimero de tarjeta que envia la unidad ICAM al sistema de control de accesos
entonces si que estara dado de alta en el sistema. Y al producirse el reconocimiento satisfactorio en
la unidad iICAM también tendremos permisos de accesos en el sistema y software de control de

accesos.
- : =)
- | ﬁ ._E =

=) s - . ) More Info...

Date Time Controller G... Address Address Description Event Description Name Data &
dic 03, 20... 12:09:42 PM Controller Gr... 1.0.0.R2 Reader 2 Access Granted » Usuariol 3301001 I
dic 03, 20... 12:09:31 PM Controller Gr... 1.0.0R1 Reader 1 1Request To Exit
dic 03, 20... 12:09:13 PM Controller Gr... 1.0.0R2 Reader 2 {# Access Granted » Usuariol 3301001 1
dic 03, 20... 12:08:46 PM Controller Gr... 1.0.0.11 Door Contact ﬂ Door is Closed
dic 03, 20... 12:08:46 PM Controller Gr... 1.0.0.I1 Door Contact & Door Forced Open
dic 03, 20... 12:08:46 PM Controller Gr... 1.0.0.11 Door Contact ” Door is Opened
dic 03, 20... 12:08:45 PM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed
dic 03, 20... 12:08:45 PM Controller Gr... 1.0.0I1 Door Contact & Door Forced Open
dic 03, 20... 12:08:44 PM Controller Gr... 1.0.0.11 Door Contact l Door is Opened
dic 03, 20... 12:08:44 PM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed
dic 03, 20... 12:08:44 PM Controller Gr... 1.0.0.11 Door Contact & Door Forced Open
dic 03, 20... 12:08:44 PM Controller Gr... 1.0.0.I1 Door Contact l Door is Opened
dic 03, 20... 12:08:43 PM Controller Gr... 1.0.0.I1 Door Contact ﬂ Door is Closed
dic 03, 20... 12:08:43 PM Controller Gr... 1.0.0.11 Door Contact & Door Forced Open
dic 03, 20... 12:08:43 PM Controller Gr... 1.0.0.I1 Door Contact l Door is Opened

v
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